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SIGNATURE CKE3ATING APPARATUS, 
SIGNATURE VERIFICATION APPARATUS 
AND SIGNATURE APPARATUS 



5 FTF.T.D OF THE INVENTION 

The present invention relates to a signature creating 
apparatus, a signature verification apparatus and a signature 
apparatus which prevent interpolation of electronic 
information. More particularly, this invention relates to a 
10 signature creating apparatus, a signature verification 
apparatus and a signature apparatus which verify a signature 
date and time, a signature apparatus, a signer and the like via 
a digital signature using cryptographic technology so as to 
efficiently prevent the interpolation. 

15 

BACKGROUND OF THE INVENTION 

In order to meet the demands of paperless process, 
documents, forms and the like which have been processed in the 
form of paper are processed as electronic information by 

20 computers gradually. In the case where such a kind of 
electronic information is treated, there is a possibility that 
a third party who poses as a person who created the electronic 
information interpolates the electronic information. 
Therefore, a digital signature technique using the 

25 cryptographic technique has conventionally attracted 



attention as a technique for verifying that the electronic 
information is not interpolated. In particular, in the case 
where electronic information is exchanged via an intranet or 
the Internet which have rapidly wide spread recently, the 
5 digital signature technique becomes indispensable as a 
technique for securing security. 

When electronic information (hereinafter, referred to as 
plain-text) is transmitted via an Intranet or Internet , in order 
to verify that the contents of the plain-text are not 

10 interpolated, after the plain-text is encrypted by using a 
signature key and a digital signature is created, and the 
plain-text to which the digital signature is added is 
transmitted. Further, a receiving side verifies based on the 
digital signature whether or not the electronic information is 

15 interpolated. A signature apparatus is used for the 
creation/verification of such a digital signature. 

Here, a common key method or a public key method, which 
are typical cryptographic, methods, is adopted to the 
creation/verification of the digital signature. The common 

20 key method is characterized in that a creating side 
(transmission side) and a verification side (receiving side) 
have a common key, and as typical algorithm of the common key 
method, a well-known DES (Data Encryption Standard) is used as 
a substantial standard in this industry. In the case where this 

25 common key method is used, in the signature apparatus on the 



creating side, after the plain-text which was encrypted by using 
a common key is created as a digital signature, the plain-text 
to which the digital signature is added is transmitted via the 
network or the like. 
5 When the plain-text to which the digital signature was 

added is received, after the signature apparatus on the 
verification side encrypts the plain-text using the common key 
so as to create a digital signature, the signature apparatus 
compares this digital signature with the received digital 

10 signature and verifies as to whether or not the received 
plain-text is interpolated based on the compared result. 
Namely, the signature apparatus on the verification side 
verifies that the plain-text is not interpolated when both the 
digital signatures are corresponding, and verifies that the 

15 plain-text is interpolated when both the digital signatures are 
not corresponding. 

Meanwhile, the public key method is a method in which a 
cryptographic key and a decoding key exist separately. One key 
is called a public key which is opened to a third party, and 

20 the other key is called as a private key which is owned by only 
a user. Since this public key method is a method which is 
carried out by using two keys: the public key and private key, 
encryption and decoding cannot be carried out without the public 
key and private key. Here, as typical algorithm of the public 

25 key method, well-known RSA (the first letters of three people: 



Rivest, Shamir, Adleman) is used. 

In the digital signature using the public key method, the 
implementor opens his/her public key to third parties and holds 
the private key. Here, the implementor' s public key is a key 
5 which any third parties except the implementor can know and the 
implementor' s private key is a key which only the implementor 
can know. 

In the case of using the public key method, in the 
signature apparatus on the creating side, a plain-text composed 

10 of bit strings of arbitrary length is compressed (transformed) 
into a fixed-length bit string by hash function so that a digest 
is created. The hash function has one direction such that the 
plain-text before transformation can be hardly got from the 
transformed digest mathematically . On the signature apparatus 

15 on the creating side, after the digest which is encrypted by 
using the implementor' s private key is created as a digital 
signature, the plain-text to which the digital ignature is added 
is transmitted via the network or the like. 

When the plain-text to which the digital signature was 

20 added is received, the signature apparatus on the verification 
side decodes the digital signature using the implementor' s 
public key and verifies as to whether or not the received 
plain-text is created by the proper implementor based on the 
decoded result- Namely, when the received digital signature 

25 can be decoded by the implementor' s public key, the signature 



apparatus on the verification side creates a digest as the 
decoded result, and verifies that the plain-text is created by 
the signature apparatus on the proper creating side 
(implementor) . Meanwhile, when the received digital signature 
cannot be decoded by the implementor' s public key, the signature 
apparatus on the verification side verifies that the received 
plain-text is created by a third party who poses as the proper 
creator . 

Further, after the signature apparatus on the 
verification side creates a digest from the received plain- 
text using the hash function which is the same as that used in 
the signature apparatus on the creating side, the signature 
apparatus on the verification side compares this digest with 
the digest decoded by the implementor' s public key so as to 
verify as to whether or not the transmitted plain-text is 
interpolated. Namely, the signature apparatus on the 
verification side verifies that the plain-text is not 
interpolated when both the digests are not corresponding, and 
verifies that the plain-text is interpolated when both the 
digests are not corresponding. 

As for documents such as clinical charts, tax forms and 
minute books, it is necessary to defend against an illegal act 
such that the date and time is interpolated and a new document 
is created by an implementor having the proper right in the case 
where there arises a problem later. The above-mentioned 



digital signature technique is applied to such a defense. 
Namely, in this case, date and time information is obtained from 
the clock of the signature apparatus and it is added as time 
stamp to an electronic plain-text obtained from the document 
5 and digital signature is added to this plain-text, thereby it 
becomes possible to verify that the signature date and time is 
proper. Here, as for the details of the time verification using 
a time stamp, see Japanese Patent Application Laid-Open Nos . 
3-185551, 7-254897 and U.S. Patent No. 4458109. 

10 As mentioned above, in the conventional signature 

apparatuses, a digital signature is added to a plain-text to 
which a time stamp is added so that the signature date and time 
is verified. However, in the case of an apparatus where an 
implementor can easily change a time counted result of the clock 

15 with the intention of using it illegally, if the implementor 
easily interpolates a content (date and time) of a time stamp 
into a past date and time, validity of the signature date and 
time is not guaranteed, and the digital signature is not valid 
legally. 

20 In addition, in the conventional signature apparatus 

using the common key method, since a creating side and a 
verification side use the common key in common, an improper 
verifier poses as a proper implementor and can add a digital 
signature to a received plain-text. Therefore, in this case, 

25 there arises a problem such that the validity of the person who 



made the digital signature cannot be guaranteed. Namely, in 
this case, there arises a problem such that a person (apparatus) 
who (which) made a digital signature cannot be specified. 

Further, in business organizations and the like, 
5 information about a person who made a digital signature (for 
example, name of official position, name and the like) is very 
important. For this reason, since an organization of an office 
is frequently changed in the business organizations and the like, 
a signature apparatus which can flexibly deal with such a change 
10 is requested. 

SUMMARY OF THE INVENTION 

It is an object of this invention to provide a signature 
creating apparatus, a signature verification apparatus and a 

15 signature apparatus which are capable of preventing 
interpolation of date and time, and of specifying a person or 
apparatus who/which made a digital signature, and of dealing 
with the change in information about an implementor flexibly. 
According to one aspect of this invention, time 

20 information of a clock is set only by a time authentication 
authority. Therefore, the time is not interpolated improperly 
by a third party. Further, a connecting unit connects the time 
information and an apparatus ID to a plain-text and creates a 
connection data, after that a signature creating unit creates 

25 a digital signature based on the connection data and a key only 



for signature creating. In such a manner, the time information 
of the clock is set only by the time authentication authority 
and the digital signature is created using the connection data 
including the time information and the apparatus ID and by the 
5 keys only for signature. Therefore, interpolation of the date 
and time can be prevented, and the apparatus which has created 
the digital signature can be specified. 

Further, when the connecting unit connects personal 
identification information as well as the time information, the 

10 apparatus ID to the plain-text, the signature creating unit 
creates the digital signature . In such a manner, the connection 
data including personal identification information are used so 
that the digital signature is created. Therefore, an 
implementor of the digital signature can be specified easily 

15 in the verification side, and the invention can deal with a 
change in the information about the implementor flexibly. 

Further, a judging unit judges as to whether or not a 
person who updates the stored contents of a storage unit 
(personal identification information) has a person who has 

20 proper right, and only when it is judged that the person who 
updates has the proper right, an updating unit updates the 
stored contents. In such a manner, by providing the judging 
unit, the third party who updates the personal identification 
information illegally can be eliminated. Therefore, the 

25 security is improved. 



Further, the apparatus ID is stored in an unrewritable 
storage unit (for example, one-time ROM) , interpolation of the 
apparatus ID can be prevented. Therefore, the security is 
further improved. 
5 Further, only in the case where it is confirmed by a 

confirming unit that the clock works normally, the signature 
creating unit creates the digital signature. Therefore, the 
reliability of the time information is maintained at high level . 

Further, in the case where the clock do not work normally 

10 due to malfunction or the like, namely, in the case where the 
digital signature cannot be created based on the connection data 
including the time information, the using of the keys only for 
signature creating is stopped, and the digital signature can 
be created by using the connected information not including the 

15 time information and the keys other than the keys only for 
signature creating. Therefore, generality is improved. 

Further, in the compared result of the driving voltage 
and the threshold, in the case, for example, where the driving 
voltage of the clock is lower than the threshold, the confirming 

20 unit confirms that the clock does not work normally . Therefore, 
the reliability of the time information is maintained at high 
level . 

Further, in a compared result of a time-counted result 
before a certain time and a time-counted result at the current 
25 time, in the case, for example, where both the time-counted 



results are corresponding, the confirming unit confirms that 
the clock stops. Therefore, the reliability of the time 
information is maintained at high level. 

Further, only in the case where the flag is brought into 
5 ON state by the confirming unit, namely, only in the case where 
the clock works normally, the signature creating unit creates 
the digital signature. Therefore, the digital signature where 
the time information has high reliability is created. 

Further, a setting unit which is installed in the time 
10 authentication authority sets time of the clock according to 
the time setting request. Therefore, a third party is 
efficiently prevented from interpolating the time illegally. 

Further, a correcting unit corrects the clock 
automatically. Therefore, the accuracy of the time 
15 information obtained from the clock can be maintained at high 
level . 

According to another aspect of this invention, a digital 
signature is created by using a connection data including an 
apparatus ID for specifying a creating apparatus and keys only 
20 for signature, in a common key method . Therefore, the apparatus 
which has created the digital signature can be specified in a 
verification side. 

According to still another aspect of this invention, when 
a plain-text to which a digital signature is connected is 
25 received by a receiving unit, a signature verification unit 



verifies interpolation using the digital signature, the 
plain-text and a key only for signature verification. In such 
a manner, the digital signature is verified based on a 
connection data including authorized time information and an 
5 apparatus ID. Therefore, interpolation of the date and time 
can be prevented, and an apparatus which has created the digital 
signature can be specified. 

Further, cryptographic information is provided by an 
high-reliable authority such as the key authentication 

10 authority, and the cryptographic information is decoded by a 
signature verification key generating unit so that keys only 
for signature verification are generated. Therefore, the 
security in the apparatus can be heightened extremely. 

According to still another aspect of this invention, a 

15 signature creating function and a signature verification 
function are provided in one apparatus . Namely, when the 
signature creating function is brought into an effective state 
by a function selecting unit, the apparatus serves as a 
signature creating apparatus, and when the signature 

20 verification function is brought into an effective state by the 
function selecting unit, the apparatus serves as a signature 
verification apparatus. Therefore, generality can be 
improved . 

Further, when the function is switched to the function 
25 as the upper apparatus by a switching unit and the signature 



verification function is made to be effective by the function 
selecting unit, the signature apparatus functions as the 
signature verification apparatus. Further, in a state that 
another signature apparatus has the function as the lower 
5 apparatus and serves as the signature creating apparatus, when 
a digital signature is created, a key only for signature 
verification is created based on an apparatus ID of the lower 
apparatus by a key generating unit in the upper apparatus having 
the signature verification function. As a result, the 

10 signature verification unit of the upper apparatus verifies 
interpolation based on the digital signature from the lower 
apparatus using the key only for signature verification. In 
such a manner, even in the case where a plurality of lower 
apparatuses exist, the apparatus IDs of the lower apparatuses 

15 are managed by the upper apparatus. Therefore, strict 
management is not required unlike the case where common keys 
of plural lower apparatuses are managed. 

Other objects and features of this invention will become 
apparent from the following description with reference to the 

20 accompanying drawings. 



RRTKF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a block diagram showing a structure according 
to a first embodiment of the present invention. 
25 Fig. 2A and Fig. 2B are diagrams showing a relationship 

12 



between a lower apparatus lOOA and an upper apparatus lOOB 
according to the first embodiment. 

Fig. 3 is a diagram showing data transition in the first 
embodiment . 

5 Fig. 4 is a diagram showing data transition in the first 

embodiment . 

Fig. 5 is a flow chart showing an operation according to 
the first embodiment. 

Fig, 6 is a diagram showing a time set sequence according 
10 to the first embodiment. 

Fig. 7 is a diagram showing the time set sequence 
according to the first embodiment. 

Fig. 8 is a block diagram showing a structure according 
to a second embodiment of the present invention. 
15 Fig. 9 is a diagram showing data transition in the second 

embodiment . 

Fig. 10 is a diagram showing data transition in the second 
embodiment . 

Fig. 11 is a block diagram showing a structure according 
20 to a third embodiment of the present invention. 

Fig. 12 is a block diagram showing a structure of a 
signature apparatus 900A (900B) shown in Fig. 11. 

Fig. 13 is a flow chart showing an operation of the third 
embodiment . 

25 Fig. 14 is a flow chart showing a connected 



information-attached signature process according to the third 
erribodiment . 

nF,.qr.RTPTTON of the preferred embodiments 
5 There will be detailed below a signature creating 

apparatus, a signature verification apparatus and a signature 
apparatus according to three embodiments of the present 
invention with reference to the drawings. 

Fig. 1 is a block diagram showing a structure according 

10 to the first embodiment of the present invention. Fig. 1 shows 
a signature creating apparatus 100 for creating a digital 
signature using a common key method, and a signature 
verification apparatus 500 for verifying based on the created 
digital signature. In the drawing, the signature creating 

15 apparatus 100 is connected with a computer 200 installed in a 
digital signature creating side, and this apparatus creates a 
digital signature for an electronic plain-text A (see (a) in 
Fig. 3) as input data. Actually, the signature creating 
apparatus 100 is of a portable card type, and it is inserted 

20 into a card slot of the computer 200 so as to be connected 
therewith. The details of the signature creating apparatus 100 
will be mentioned later. 

The computer 200 is connected with a network 300 such as 
Intranet, local area network or the Internet, and has function 

25 for transmitting signed data M (see (f) in Fig. 3) from the 

14 



signature creating apparatus 100. A computer 400 is installed 
in a digital signature verification side and is connected with 
the network 300. The computer 400 has function for receiving 
the signed data M transmitted from the computer 200. A 
5 signature verification apparatus 500 verifies validity of the 
signed data M. Similarly to the signature creating apparatus 
100, the signature verification apparatus 500 is of a portable 
card type, and is inserted into a card slot of the computer 400 
so as to be connected therewith. A computer 600 is installed 

10 in a CA (Certificate Authority) center, and sets and 
authenticates time of a clock 103, mentioned later, of the 
signature creating apparatus 100. The CA center is the time 
authentication authority in which users put absolute confidence 
as for time authentication. Moreover, the CA center have 

15 absolute user' s confidence as to the authentication of keys to 
be used for digital signature and encryption/decoding, and it 
is a key authentication authority which issues public key 
certification or the like. 

In addition, as the function of the signature creating 

20 apparatus 100 on the creating side, there exist function as the 
lower apparatus and function as the upper apparatus . Similarly, 
as the function of the signature verification apparatus 500 on 
the verification side, there exist function as the lower 
apparatus and function as upper apparatus. There will be 

25 described below a relationship between the lower apparatus and 



the upper apparatus with reference to Fig. 2A and Fig. 2B. The 
lower apparatus lOOA shown in Fig. 2A holds a lower apparatus 
ID (Identification number) and a signature creating key K^-^ and 
a signature verification key K^^. The lower apparatus ID 
5 specifies the lower apparatus lOOA. The signature creating key 
K3-L is only for creating a digital signature, and it is 
implemented so as not to be used for another purpose. Creation 
attribute data which represent a key only for creation are 
added to the signature creating key K^^. The signature 

10 verification key K^i is only for verifying a digital signature, 
and it is implemented so as not to be used for another purpose. 
Verification attribute data which represent a key only for 
verification are added to the signature verification key K^^ . 
Meanwhile, the upper apparatus 10 OB shown in Fig. 2B holds 

15 a signature creating key K^^' to which creation attribute data 
S^' similar to the creation attribute data are added, and 
a signature verification key K^/ to which verification 
attribute data C^' similar to the verification attribute data 
are added. Further, the upper apparatus lOOB includes 

20 function for transforming the signature creating key K^j^' into 
a signature verification key K^^" using the lower apparatus ID. 
For example, the signature verification key K31" is obtained 
by encrypting the lower apparatus ID using the signature 
creating key K3/ , and it is only for verifying a digital 

25 signature. The signature verification key K^i" and signature 



creating key K^^ of the lower apparatus lOOA are paired, and 
they are common keys in the common key method. Therefore, a 
digital signature, which is created by using the signature 
creating key K^^, in the lower apparatus lOOA, can be verified 
5 only by the signature verification key K^^" generated in the 
upper apparatus lOOB. 

Further, the upper apparatus lOOB has function for 
transforming the signature verification key K^^' into a 
signature creating key K^i" using the lower apparatus ID. The 

10 signature creating key K^i" is obtained by encrypting the lower 
apparatus ID by the signature verification key K^^' , and it is 
only for creating a digital signature. The signature creating 
key K<,i" and the signature verification key K^^ of the lower 
apparatus lOOA are paired, and they are common keys in the common 

15 key method. Therefore, a digital signature, which is created 
by using the signature creating key K^^" in the upper apparatus 
lOOB, can be verified only by the signature verification key 
K^i of the lower apparatus lOOA. 

By using the above method, even in the case where a 

20 plurality of lower apparatuses lOOA exist, since the upper 
apparatus lOOB manages lower apparatus IDs, strict management 
is not required unlike the case where respective common keys 
of the plural lower apparatuses lOOA are managed. Further, by 
using the above method, since only the lower apparatus lOOA is 

25 determined as an apparatus which can create a digital signature 



using one of the common keys (signature creating key or 
signature verification key K^i") , the apparatus which has 
created the digital signature using one of the common keys can 
be specified. Similarly, since only the upper apparatus lOOB 
5 is determined as an apparatus which can create a digital 
signature using the other common key (signature creating key 
K^i" or signature verification key K^^) , the apparatus which has 
created the digital signature can be specified by using the 
other common key. 

10 The signature creating apparatus 100 shown in Fig. 1 has 

the function as the lower apparatus lOOA (see Fig. 2A) or the 
function as the upper apparatus IGOB (see Fig. 2B) . Meanwhile, 
in the case where the signature creating apparatus 100 has the 
function as the lower apparatus lOOA, the signature 

15 verification apparatus 500 has the function as the upper 
apparatus lOOB. On the contrary, in the case where the 
signature creating apparatus 100 has the function as the upper 
apparatus lOOB, the signature verification apparatus 500 has 
the function as the lower apparatus lOOA. 

20 In the signature creating apparatus 100, an apparatus ID 

storage section 101 stores an apparatus ID-B (see (b) in Fig. 
3) for specifying the apparatus. The apparatus ID storage 
section 101 is composed of an unwritable storage device as 
one-time ROM (Read Only Memory) or the like. Therefore, in the 

25 signature creating apparatus 100, the apparatus ID-B cannot be 



changed from the outside, A connecting section 102 connects 
a plain-text A (see (a) in Fig. 3) inputted from the computer 
200 to the apparatus ID-B (see (b) in Fig. 3) read from the 
apparatus ID storage section 101. 

5 The clock 103 creates time information about time such 

as date and time to be used for the authentication of the date 
and time of the creation of a digital signature. A battery 104 
for driving is provided in the clock 103. The battery 104 is 
a primary battery or a chargeable secondary battery. A clock 

10 update section 105 is used for updating (setting) time of the 
clock 103, and it accesses the computer 600 via the computer 
200 and the network 300 so as to request time setting of the 
computer 600. Namely, time of the clock 103 can be set only 
by the computer 600 installed in the CA center. Moreover, in 

15 the clock update section 105 and the computer 600, a private 
key and a public key of the signature creating apparatus 100 
are used so as to create and verify a digital signature. 

A connecting section 10 6 connects the time information 
from the clock 103 as a time stamp C (see (c) in Fig. 3) to the 

20 data (plain-text A + apparatus ID-B) outputted from the 
connecting section 102 . A personal identification information 
storage section 107 stores personal identification information 
D (see (d) in Fig. 3) for identifying a person who creates a 
digital signature. Examples of the personal identification 

25 information D are a name, a post and the like. A personal 



identification information update section 108 updates (input, 
change) the personal identification information D stored in the 
personal identification information storage section 107 based 
on personal identification information inputted from the 
5 outside. Person, who can update (input, change) the personal 
identification information D using the personal identification 
information update section 108, are limited to person who have 
the proper right. Therefore, in the signature creating 
apparatus 100, for example, security function, which is carried 

10 out by inputting a password, prevents improper updating (input, 
change) by a third party. A connecting section 109 connects 
the personal identification information D (see (d) in Fig. 3) 
to the data (plain-text A + apparatus ID-B + time stamp C) 
outputted from the connecting section 106, and assumes the 

15 connection data are data E for the signature. 

In the case where the signature creating apparatus 100 
has the function as the upper apparatus lOOB (see Fig. 2B) , a 
key storage section 110 stores the signature verification key 
K^i' to which the verification attribute data C.^' are added. 

20 Moreover, in the case where the signature creating apparatus 
100 has the function as the lower apparatus lOOA (see Fig. 2A) , 
the key storage section 110 stores the signature creating key 
to which the creation attribute data are added. A 
signature creating key generating section 111 is used for the 

25 case where the signature creating apparatus 100 has the function 



as the upper apparatus lOOB, and as described with reference 
to Fig. 2B, generates a signature creating key K^i" from the 
lower apparatus ID and the signature verification key K^^' so 
as to output it to a signature creating circuit 112. In the 
5 case where the signature creating apparatus 100 has the function 
as the lower apparatus lOOA, the function of the signature 
creating key generating section 111 is stopped, and as shown 
by alternate long and two short dashes line, the signature 
creating key K^^ (see Fig. 2A) is inputted into the signature 

10 creating circuit 112. 

The signature creating circuit 112 encrypts the data E 
for the signature (see (d) in Fig. 3) via the signature creating 
key K^i" (or signature creating key K^^) by using DES in the common 
key method so as to generate an authentication code (a digital 

15 signature) which is called as MAC (Message Authentication Code) . 
This authentication code is outputted as a signature L (see (e) 
in Fig. 3) . In the signature creating circuit 112, in the case 
where the signature creating apparatus 100 has the function as 
the upper apparatus lOOB, the signature creating key K^i" is 

20 used as the common key, and in the case where the signature 
creating apparatus 100 has the function as the lower apparatus 
lOOA, the signature creating key K^^ is used as the common key. 
A connecting section 113 connects the signature L to the data 
E for the signature and transmits it as the signed data M (see 

25 (f) in Fig. 3) to the computer 200. The computer 200 transmits 



the signed data M to the computer 400 via the network 300. 

In the signature verification apparatus 500, a separating 
section 501 separates the signed data M (see (a) in Fig. 4) 
received by the computer 400 into the data E for the signature 
5 and the signature L as shown by (b) in Fig. 4. In the case where 
the signature verification apparatus 500 has the function as 
the upper apparatus lOOB (see Fig. 2B, a key storage section 
502 stores the signature creating key K^^' to which the creating 
attribute data S^' are added. Moreover, in the case where the 

10 signature verification apparatus 500 has the function as the 
lower apparatus lOOA (see Fig. 2A) , the key storage section 502 
stores the signature verification key K^i. to which the 
verification attribute data are added. A signature 

verification key generating section 503 is used for the case 

15 where the signature verification apparatus 500 has the function 
as the upper apparatus lOOB, and as described with reference 
to Fig. 2B, generates the signature verification key K^i" from 
the lower apparatus ID (in this case, apparatus ID-B of the 
signature creating apparatus 100) and the signature creating 

20 key so as to output the signature verification key K^^" to 

a signature creating circuit 504. In the case where the 
signature verification apparatus 500 has the function as the 
lower apparatus lOOA, the function of the signature 
verification key generating section 503 is stopped, and as shown 

25 by alternate long and two short dashes line, the signature 



verification key K^^ (see Fig. 2A) is inputted into the signature 
creating circuit 504. 

The signature creating circuit 504 has the function 
similar to the signature creating circuit 112 of the signature 
5 creating apparatus 100, and it encrypts the data E for the 
signature (see (b) in Fig. 4) which were separated by the 
separating section 501 using the signature verification key K31" 
(or signature verification key K^i) so as to generate an 
authentication code (digital signature) which is called MAC. 

10 This authentication code is outputted as a signature N (see (c) 
in Fig. 4) . In the signature generating circuit 504, in the 
case where the signature verification apparatus 500 has the 
function as the upper apparatus lOOB, the signature 
verification key K^^" is used as the common key with the signature 

15 creating key in the signature creating apparatus 100 having 
the function as the lower apparatus lOOA. Further, in the case 
where the signature verification apparatus 500 has the function 
as the lower apparatus lOOA, the signature verification key K^^ 
is used as the common key with the signature creating key K^i" 

20 in the signature creating apparatus 100 having the function as 
the upper apparatus lOOB. 

A comparison section 505 compares the signature L (see 
(b) in Fig. 4) separated by the separating section 501 with the 
signature N (see (c) in Fig. 4) created by the signature creating 

25 circuit 504 so as to verify as to whether or not the data E for 



the signature are interpolated. Namely, when both are 
corresponding, the comparison section 505 obtains the verified 
result that there is no interpolation, and when both of them 
are not corresponding, the comparison section 505 obtains the 

5 verified result that there is interpolation. 

An operation of the first embodiment will be explained 
below with reference to the flow chart shown in Fig. 5. When 
the power supply of the signature creating apparatus 100 is 
turned ON, a processor, not shown, proceeds to step SAl shown 

10 in Fig. 5 and checks a flag representing whether or not the clock 
103 is in the usable state, and then the processor proceeds to 
step SA2. When the flag is ON, the clock 103 is in the usable 
state (a digital signature can be created) , and when the flag 
is OFF, the clock 103 is in the unusable state (a digital 

15 signature cannot be created) . 

At step SA2, the processor judges as to whether or not 
the flag is ON. Here, when the flag is OFF, the processor judges 
that a digital signature cannot be created and processes the 
judged result at step SA2 as "No" so as to end the process. 

20 Meanwhile, when the judged result at step SA2 is "Yes", the 
processor proceeds to step SA3 and checks a voltage of the 
battery 104 so as to proceed to step SA4 . 

At step SA4, the processor judges as to whether or not 
the checked voltage is not less than a threshold. Here, the 

25 threshold is the lowest voltage which guarantees the normal 



working of the clock 103. When the judged result at step SA4 
is "No", the processor judges that the clock 103 is in the 
unusable state, namely, in the state that normalness of the time 
stamp C is not guaranteed. Then, the processor proceeds to step 
SA8 and brings the flag into OFF state so as to end the process. 
Meanwhile, when the judged result at step SA4 is "Yes", the 
processor proceeds to step SA5 and confirms as to whether or 
not the clock 103 works so as to proceed to step SA6 . Concretely, 
after obtaining the time counted result of the clock 103, the 
processor obtains the time counted result again after specified 
time passes, and compares both the time counted results so as 
to confirm as to whether or not the clock 103 works. 

At step SA6, the processor judges based on the confirmed 
result at step SA5 as to whether or not the clock 103 works 
normally. Namely, when the time counted result obtained later 
is advanced to the time counted result obtained previously, the 
processor judges that the clock 103 works normally. On the 
other hand, when both the clock results are corresponding, the 
processor judges that the clock 103 is stopped. When the judged 
result at step SA6 is "No", the processor proceeds to step SA8 
and brings the flag into OFF state so as to end the process. 
Meanwhile, when the judged result at step SA6 is "Yes", the 
processor proceeds to step SA7 so as to execute connected 
information-attached signature process. 

The connected information is information (apparatus ID-B, 



time stamp C, personal identification information D) connected 
to the plain-text A as shown by (d) in Fig. 3. Moreover, the 
keys (signature creating key K31, signature creating key K^-^' , 
signature verification key K31", signature verification key K^^, 
signature verification key K^i' , signature creating key K^i": 
see Fig. 2A and Fig. 2B) to be used in the connected 
information-attached signature process described below are 
only for the connected information-attached signature process. 
Therefore, these keys are different from the keys which are used 
for creation/verification of a digital signature in the 
plain-text A to which the connected information is not connected 
and for encryption/decoding of only the plain-text A. 

There will be detailed below the connected 
information-attached signature process. At first, the 
description will be given as to the case where the signature 
creating apparatus 100 has the function as the lower apparatus 
lOOA (see Fig. 2A) , and the signature verification apparatus 
500 has the function as the upper apparatus lOOB (see Fig. 2B) . 
When the plain-text A is inputted from the computer 200 into 
the connecting section 102, as shown in Figs . 3 (b) through 3 (d) , 
the apparatus ID-B, time stamp C and personal identification 
information D are added successively to the plain-text A by the 
connecting section 102, the connecting section 106 and the 
connecting section 109. The data E for the signature (see (d) 
in Fig. 3) are inputted into the signature creating circuit 112 



and the connecting section 113. 

Accordingly, as shown by (e) in Fig. 3, the data E for 
the signature is encrypted by the signature creating key K^^ 
so that the signature L is created in the signature creating 
circuit 112, and as shown by (f) in Fig. 3, the signature L is 
connected to the data E for the signature so that the signed 
data M are created in the connecting section 113. The signed 
data M are transmitted to the network 300 by the computer 200 
and are received by the computer 400 so as to be inputted into 
the separating section 501 of the signature verification 
apparatus 500 . Then, the signed data M (see (a) in Fig. 4) are 
separated into the data E for the signature and the signature 
L by the separating section 501 as shown by (b) in Fig. 4. 

Accordingly, as shown by (c) in Fig. 4, the separated data 
E for the signature are encrypted by the signature verification 
key K31" generated by the signature verification key generating 
section 503 so that a signature N is created in the signature 
creating circuit 504. The comparison section 505 compares the 
separated signature L with the signature N created by the 
signature creating circuit 504 so as to verify as to whether 
or not the data E for the signature is interpolated. When both 
the signatures are corresponding, the comparison section 505 
obtains the verified result that there is no interpolation, and 
when both of them are not corresponding, the comparison circuit 
505 obtains the verified result that there is interpolation. 



In the case where the signature creating apparatus 100 
has the function as the upper apparatus lOOB (see Fig. 2B) and 
the signature verification apparatus 500 has the function as 
the lower apparatus lOOA (see Fig. 2A) , instead of the signature 
5 creating key K^^, a signature creating key K^^" generated by the 
signature creating key generating section 111 is used in the 
signature creating circuit 112 of the signature creating 
apparatus 100. Meanwhile, instead of the signature 
verification key K^i', a signature verification key K^-^ is used 

10 in the signature creating circuit 504 of the signature 
verification apparatus 500, 

Incidentally, the above description referred to that the 
time of the clock 103 in the signature creating apparatus 100 
can be set only by the computer 600 in the CA center which is 

15 the time authentication authority. The setting of the time of 
the clock 103 will be explained below with the reference to Fig. 
6. In the case where the flag is in OFF state because the battery 
104 is replaced or the battery 104 is charged, the time is set 
by the clock update section 105 of the signature creating 

20 apparatus 100 . In this case, when a time set command is inputted 
from the computer 200, the clock update section 105 of the 
signature creating apparatus 100 accesses the computer 600 in 
the CA center via the computer 200 and network 300 so as to 
request the time setting at step SRI shown in Fig. 6. As a result, 

25 the computer 600 requests the apparatus ID of the signature 



creating apparatus 100 at step SR2 . The clock update section 
105 which received this request transmits the apparatus ID to 
the computer 600 at step SR3 . 

At step SR4, the computer 600 transmits time setting 
information about accurate data and time. At this time, the 
computer 600 encrypts the time setting information using the 
private key of the signature creating apparatus 100 in the 
public key method so as to create a digital signature, and 
transmits the time setting information to which the digital 
signature is connected. When the time setting information with 
digital signature is received, the clock update section 105 
verifies the digital signature using the public key. As a 
result of the verification, when there is no interpolation, the 
clock update section 105 corrects the clock 103 based on the 
time setting information at step SR5 so as to set accurate time. 
Thereafter, the clock update section 105 makes a response of 
the time setting to the computer 600. At the time of the 
response, a digital signature is created by using the private 
key of the signature creating apparatus 100 and the digital 
signature may be transmitted to the computer 600. 

The computer 600 which received the response requests the 
time information of the clock 103 after the correction from the 
clock update section 105 at step SR6. The time update section 
105 which received this request transmits the time information 
of the clock 103 to the computer 600 at step SR7 . At this time. 



the clock update section 105 encrypts the time information using 
the private key of the signature creating apparatus 100 so as 
to create a digital signature, and transmits the time 
information to which the digital signature is connected. When 
receiving the time information with the digital signature, the 
computer 600 verifies the digital signature using the public 
key. As a result of this verification, when there is no 
interpolation, the completion of the time set is posted to the 
clock update section 105 by the computer 600 at step SR8 . As 
a result, after the flag is brought from OFF state into ON state, 
a series of the time setting is completed in the signature 
creating apparatus 100. 

The above description referred to the case where the 
computer 600 sets the time according to the request of the time 
setting from the side of the signature creating apparatus 100. 
However, it is also possible for the computer 600 to access the 
signature creating apparatus 100 (clock update section 105) 
periodically and to correct the clock 103 automatically. This 
operation will be detailed below with reference to Fig. 7. At 
step SQl shown in Fig. 7, the computer 600 accesses the clock 
update section 105 of the signature creating apparatus 100 via 
the network 300 and the computer 200, and requests the apparatus 
ID of the signature creating apparatus 100. The clock update 
section 105 which received this request transmits the apparatus 
ID to the computer 600 at step SQ2 . 



At Step SQ3, the computer 600 requests current time 
information of the clock 103 to the clock update section 105. 
The clock update section 105 which received this request 
transmits the time information of the clock 103 to the computer 
5 600 at step SQ4 . At this time, the clock update section 105 
encrypts the time information using the private key so as to 
create a digital signature, and transmits the time information 
to which the digital signature is connected. When receiving 
the time information with the digital signature, the computer 

10 600 verifies the digital signature using the public key. As 
a result of this verification, when there is no interpolation, 
the computer 600 verifies as to whether or not an error of the 
time information exists based on a result of comparing with the 
accurate time information. When the error does not exists, no 

15 process is executed. 

When the error exists, the computer 600 transmits time 
setting information about accurate date and time at step SQ5 . 
At this time, the computer 600 encrypts the time setting 
information using the private key of the signature creating 

20 apparatus 100 so as to generate a digital signature, and 
transmits the time setting information to which the digital 
signature is connected. When receiving the time setting 
information with the digital signature, the clock update 
section 105 verifies the digital signature using the public key. 

25 As a result of this verification, there is no interpolation. 



when the clock update section 105 corrects the clock 103 based 
on the time setting information so as to set the time accurately, 
and makes a response of the time setting to the computer 600 
at step SQ6. At the time of the response, a digital signature 
is created using the private key of the signature creating 
apparatus 100 and this digital signature may be transmitted to 
the computer 600. 

The computer 600 which received the response requests the 
time information about the clock 103 after the correction from 
the clock update section 105 at step SQ7 . At step SQ8, the clock 
update section 105 transmits the corrected time information to 
the computer 600. At this time, the clock update section 105 
encrypts the time information using the private key so as to 
create a digital signature, and transmits the time information 
to which the digital signature is connected. When receiving 
the time information with the digital signature, the computer 
600 verifies the digital signature using the public key. As 
a result of this verification, when there is no interpolation, 
the computer 600 posts the completion of the time setting to 
the clock update section 105 so that a series of automatic 
correction of the time information is completed at step SQ9. 
Thereafter, the computer 600 periodically accesses the clock 
update section 105 of the signature creating apparatus 100 so 
as to correct the clock 103 automatically. Such an automatic 
correction is made so that accuracy of the time information 



(time stamp C) of the clock 103 is maintained at high level. 

The above-mentioned first eiribodiment described the 
example that the signature creating key K^^" is generated from 
signature verification key K^/ and the ID information of the 
lower apparatus by the signature verification key generating 
section 503 shown in Fig. 1. However, as shown by alternate 
long and two dashes line in Fig. 1, it is also available to 
generate the signature verification key K^^" from cryptographic 
information from the computer 600 installed in the CA center 
and peculiar key of the signature verification apparatus 500 . 
Namely, in this case, in the computer 600, the signature 
verification key K^i" is encrypted by using the peculiar key 
of the signature verification apparatus 500 so that the 
cryptographic information is generated. 

When the cryptographic information is transmitted from 
the computer 600, the cryptographic information is inputted 
into the signature verification key generating section 503 via 
the network 300 and computer 400. As a result, the signature 
verification key generating section 503 decodes the 
cryptographic information using the peculiar key so as 
to generate the signature verification key K^i". Hereinafter, 
similar to the above operation, the signature creating circuit 
504 creates the signature N based on the signature verification 
key K31". According to this constitution, the cryptographic 
information is received from the computer 600 installed in 



the CA center having high reliability and the cryptographic 
information is decoded so that the signature verification 
key is generated. Therefore, the security in the signature 
verification apparatus 500 can be much heightened. 

In addition, in the above-mentioned first embodiment, 
three pieces of information such as the apparatus ID-B, time 
stamp C and personal identification information D are examples 
of the elements which compose the connected information 
However, the present invention is not limited to them. Namely, 
as the connected information, only one piece of information or 
a combination of at least two pieces of information may be used. 
For example, the following (a) through (d) are examples of the 
connected information: 

(a) the connected information composed of the apparatus 
ID-B and time stamp C; 

(b) the connected information composed of only the 
apparatus ID-B; 

(c) the connected information composed of only the time 
stamp C; and 

(d) the connected information composed of the apparatus 
ID-B and personal identification information D. 

In (a) through (d) , the connected information (a) and the 
connected information (c) include the time stamp C, whereas the 
connected information (b) and the connected information (d) do 
not include the time stamp C. In the case where a signature 



is created based on the plain-text A to which the connected 
information (a) through (d) is connected, four kinds of keys 
for creating a signature corresponding to the respective 
connected information may be used in the signature creating 
5 circuit 112. These four kinds of keys are also possible to be 
stored in the key storage section 110. Further, they are 
possible to be created by the signature creating key generating 
section 111. 

In relation to this, as described with reference to Fig. 

10 5 in the above first embodiment, in the case where the voltage 
of the battery 104 is lower than the threshold or the clock 103 
does not work normally, namely, in the case where the time stamp 
C (time information) from the clock 103 cannot be used, the 
connected information-attached signature process is not 

15 executed. However, in this case, the using of the keys for the 
connected information (a) or (c) including the time stamp C is 
stopped by controlling the processor, and the keys for the 
connected information (b) or (d) which are not including the 
time stamp C are used so that the signature may be created based 

20 on the connected information (b) or (d) . 

As mentioned above, according to the first embodiment, 
the time information of the clock 103 can be set only by the 
computer 600 in the CA center, and the digital signature is added 
to the plain-text A to which the connected information 

25 (apparatus ID-B, time stamp C and personal identification 



information D) is connected, and the key which is only for 
signature with the connected information is used so that the 
digital signature is added. As a result, the date and time can 
be prevented from being interpolated, and a person or an 
5 apparatus who (which) gave the digital signature can be 
specified so that the implementor can be specified easily. 
Moreover, according to the first embodiment, since the personal 
identification information D can be changed easily by the 
personal identification information update section 108, it is 
10 possible to deal also with the change in organization of an 
office flexibly. 

Fig. 8 is a block diagram showing a structure according 
to a second embodiment of the present invention. In this 
drawing, the same reference numerals are given to the parts 
15 corresponding to those in Fig. 1, and the description thereof 
is omitted. Fig. 8 shows a signature creating apparatus 700 
for creating a digital signature using the public key method 
instead of the common key method in the first embodiment and 
a signature verification apparatus 800 for making verification 
20 based on the created digital signature. Since the signature 
creating apparatus 700 creates/verifies a digital signature 
according to the public key method, a signature creating key 
which is a private key of an implementor (signature creating 
apparatus 700) is used. On the other hand, in the signature 
25 verification apparatus 800, a signature verification key K^j 



which is the public key of the implementor (signature creating 
apparatus 700) is used. The signature creating key K,^ and the 
signature verification key K^2 are only for creation and 
verification of a connected information-attached signature 
similarly to the case of the first embodiment, and they cannot 
be used for another purpose. 

Similarly to the signature creating apparatus ICQ (see 
Fig. 1), the signature creating apparatus 700 of a card type 
is inserted into the card slot of the computer 200 and is 
connected therewith. The signature creating apparatus 700 
creates a signature (digital signature) I (see (g) in Fig. 9) 
with respect to the connected information (apparatus ID-B, time 
stamp C and personal identification information D (see (b) , (c) 
and (d) in Fig. 9) connected to the plain-text A (see (a) in 
Fig. 9) . In the signature creating apparatus 700, a compression 
circuit 701, a signature creating circuit 702, a key storage 
section 703 and a connecting section 704 are provided instead 
of the key storage section 110, the signature creating key 
generating section 111, the signature creating circuit 112 and 
the connecting section 113 shown in Fig. 1. 

A signature creating key K,^ is stored in the key storage 
section 703, and the compression circuit 701 connects a Pad 
value G (see (f) in Fig. 9) composed of bit strings to a hash 
value F (see (e) in Fig. 9), which is obtained by compressing 
the data E for the signature (see (d) in Fig. 9) inputted from 
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the connecting section 109 according to a hash function, so as 
to create a digest H. The digest H is composed of fixed length 
bit strings. As shown by (g) in Fig. 9, the signature creating 
circuit 702 encrypts the digest H using the signature creating 
5 key so as to create a signature (digital signature) I. As 
shown by (h) in Fig. 9, the connecting section 704 connects the 
data E for the signature from the connecting section 109 to the 
signature I created by the signature creating circuit 702 so 
as to transmit it as signed data J to the computer 200. 

10 Meanwhile, the signature verification apparatus 800 of 

a card type is inserted into the card slot of the computer 400 
and is connected therewith similarly to the signature 
verification apparatus 500 (see Fig. 1) . The signature 
verification apparatus 800 verifies the signature I based on 

15 the signed data J (see (a) in Fig. 10) received by the computer 
400. In the signature verification apparatus 800, as shown by 
(b) in Fig. 10, a separating section 801 separates the signed 
data J into the data E for the signature and the signature I. 
A compression circuit 802 has the function similar to that of 

20 the compression circuit 701 of the signature creating apparatus 
700. 

Namely, the compression circuit 802 connects the Pad 
value to the result (hash value) obtained by compressing the 
data E for the signature using the same hash function used in 
25 the compression circuit 701 so as to create a digest K shown 
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by (c) in Fig. 10. A decoding circuit 803 decodes the signature 
I using the signature verification key K^2 stored in the key 
storage section 804 as shown by (d) in Fig. 10 so as to create 
a digest H. A comparison section 805 compares the digest K with 
5 the digest H so as to verify as to whether or not the data E 
for the signature are interpolated. Namely, when the digest 
K is corresponding to the digest H, the comparison circuit 805 
obtains the verified result that there is no interpolation, and 
when both the digests are not corresponding, the comparison 
10 circuit 805 obtained the verified result that there is 
interpolation. 

There will be described below the operation according to 
the second embodiment. Here, since the basic operation in the 
second embodiment is similar to steps SAl through SA6 and step 
15 SA8 shown in Fig. 5, steps SRI through SR8 shown in Fig. 6 and 
steps SQl through SQ9 shown in Fig. 7, the description thereof 
is omitted. Therefore, there will be described below a 
connected information-attached signature process at step SA7 
in the second embodiment, 
20 In this connected information-attached signature process , 

when the plain-text A is inputted from the computer 200 into 
the connecting section 102 of the signature creating apparatus 
700, as shown in Figs. 9(b) through 9(d), the apparatus ID-B, 
the time stamp C and the personal identification information 
25 D are connected successively to the plain-text A by the 



connecting section 102, the connecting section 106 and the 
connecting section 109. Then, the data E for the signature (see 
(d) in Fig. 9) are inputted into the compression circuit 701 
and the connecting section 704. 

As a result, in the compression circuit 701, the Pad value 
G is connected to the hash value F (see (e) in Fig. 9), which 
was obtained by compressing the data E for the signature using 
the hash function, and the digest H (see (f) in Fig. 9) is created. 
In the signature creating circuit 702, as shown by (g) in Fig. 
9, the digest H is encrypted by the signature creating key K^2 
so that the signature I is created. In the connecting section 
704, as shown by (h) in Fig. 9, the signature I is connected 
to the data E for the signature so that the signed data J are 
created. After the signed data J are transmitted to the network 
300 by the computer 200 and are received by the computer 400, 
the signed data J are inputted into the separating section 801 
of the signature verification apparatus 800. As shown by (b) 
in Fig. 10, the signed data J {see (a) in Fig. 10) are separated 
into the data E for the signature and the signature I by the 
separating section 801. 

Accordingly, in the compression circuit 802, as shown by 
(c) in Fig. 10, the digest K is created from the data E for the 
signature based on the hash function. Meanwhile, in the 
decoding circuit 803, as shown by (d) in Fig. 10, the separated 
signature I is decoded by the signature verification key K^2 



so that the digest H is created. The comparison section 805 
compares the digest K with the digest H, and when they are 
corresponding, the comparison section 805 obtains the verified 
result that there is no interpolation. When they are not 
5 corresponding, the comparison circuit 805 obtains the verified 
result that there is interpolation. 

As described above, according to the second embodiment, 
similarly to the first embodiment, date and time can be 
prevented from being interpolated, and a person and an apparatus 

10 who (which) made the digital signature can be specified so that 
the implementor can be specified easily. Further, according 
to the second embodiment, since the personal identification 
information D can be changed easily by the personal 
identification information update section 108, it is possible 

15 to deal also with the change in organization of an office 
flexibly. 

The aforementioned first and second eirODodiments 
described the example that the signature creating apparatus and 
the signature verification apparatus are provided separately. 

20 However, it is also possible to provide a signature apparatus 
which has both the signature creating function and the signature 
verification function in the creating side and the verification 
side respectively. In this case, in the signature apparatus 
on the creating side, the signature creating function is 

25 selected, and in the signature apparatus on the verification 



side, the signature verification function is selected. This 
case will be described below as a third embodiment. 

Fig. 11 is a block diagram showing a structure according 
to the third embodiment of the present invention, in this 
5 drawing, the same reference numerals are given to the parts 
corresponding to the parts in Figs. 1 and 8. In this drawing, 
a signature apparatus 900Ahas the encryption/decoding function 
as well as the signature creation/verification function, and 
is connected with the computer 200 . In the signature apparatus 

10 900A, the signature creation/verification function is similar 
to the function of the signature creating apparatus 100 and the 
signature verification apparatus 500 shown in Fig. 1 and the 
function of the signature creating apparatus 700 and the 
signature verification apparatus 8 00 shown in Fig. 8. A 

15 signature apparatus 900B has the function which is identical 
to that of the signature apparatus 900A, and is connected with 
the computer 400. Here, the signature apparatus 900A and the 
signature apparatus 900B are of a card type, and are inserted 
into the card slots of the computer 200 and the computer 400 

20 respectively and are connected therewith. 

A structure of the signature apparatus 900A will be 
explained below with reference to Fig, 12. In this drawing, 
a processor 901 controls respective sections of the apparatus, 
and has the functions which are the same as those of the clock 

25 update section 105, the personal identification information 
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update section 108, the signature creating key generating 
section 111 and the signature verification key generating 
section 503 shown in Fig. 1. The details about the operation 
of the processor 901 will be described later with reference to 
5 the flow chart. An I/O buffer memory 902 temporarily stores 
data inputted/outputted into/from the computer 200. A clock 
903 is driven by a battery 904 so as to generate time information 
similarly to the clock 103 shown in Fig. 1. Similarly to the 
embodiments 1 and 2, the time of the clock 903 can be set only 

10 by the computer 600 (see Fig. 11) . The battery 904 is a primary 
battery or a chargeable secondary battery. 

A signature creating/verification circuit 905 has the 
signature creating/verification function using the common key 
method or the public key method in the first or second 

15 embodiments. Concretely, the signature creating/verification 
circuit 905 has the function of the signature creating apparatus 
100 and the signature verification apparatus 500 shown in Fig. 
1 and the function of the signature creating apparatus 7 00 and 
the signature verification apparatus 800 shown in Fig. 8. A 

20 key storage section 906 stores the signature creating keys and 
the signature verification keys (common key, public key, 
private key) to be used in the signature creating/verification 
circuit 905. These signature creating keys and the signature 
verification keys are similar to those described in the first 

25 and second embodiments. 



The signature creating keys and the signature 
verification keys are only for aforementioned connected 
information-attached signature process However, besides the 
keys for the exclusive use, a key for the signature 
5 creating/verification process which is executed only on the 
plain-text A (see (a) in Fig. 3) to which the connected 
information is not connected (hereinafter, referred to as 
plain-text signature process) is stored in the key storage 
section 906. Further, a cryptographic key and decoding key 

10 which are used in an encryption/decoding circuit 909, mentioned 
later, are stored in the key storage section 906. Namely, the 
signature apparatus 900A can execute three processes such as 
the connected information-attached signature process, the 
plain-text signature process and the encryption/decoding 

15 process. 

A personal identification information storage section 
907 stores personal identification information similarly to the 
personal identification information storage section 107 (see 
Fig. 1) . An apparatus ID storage section 908 stores an 

20 apparatus ID for specifying the signature apparatus 900A 
similarly to the apparatus ID storage section 101 (see Fig. 1) . 
The encryption/decoding circuit 909 executes the 
encryption/decoding process using the cryptographic 
key/decoding key stored in the key storage section 906. Here, 

25 the structure of the signature apparatus 900B is similar to the 



above-mentioned structure of the signature apparatus 900A. 
However, in the signature apparatus 900B, an apparatus ID for 
specifying the signature apparatus 900B is stored in the 
apparatus ID storage section 908. 
5 There will be described below the operation according to 

the third embodiment with reference to a flow chart shown in 
Fig. 13. In this case, the signature apparatus 900A shown in 
Fig. 11 is used for the signature creating function, and the 
signature apparatus 900B is used for the signature verification. 

10 At step SBl shown in Fig. 13, the processor 901 of the signature 
apparatus 900A selects one of the connected information- 
attached signature process, the plain-text signature process 
and the encryption/decoding process based on an input of a 
command from the computer 200 . In this case, when the connected 

15 information-attached signature process is selected, the 
processor 901 proceeds to step SB4 . When the plain-text 
signature process is selected, the processor 901 proceeds to 
step SB3 and controls the signature creating/verification 
circuit 905 so as to execute the plain-text signature process 

20 for creating a signature for the plain-text {see (a) in Fig. 
3) inputted from the computer 200. Further, when the 
encryption/decoding process is selected, the processor 901 
proceeds to step SB2 and controls the encryption/decoding 
circuit 90 9 so as to execute the encryption/decoding process. 

25 At step SB4, similarly to the first embodiment, after the 



processor 901 checks the flag which represents as to whether 
or not the clock 903 is in the usable state, the processor 901 
proceeds to step SB5 . When this flag is ON, the clock 903 in 
the usable state (a digital signature can be created) , and when 
the flag is OFF, the clock 903 is the unusable state (a digital 
signature cannot be created) . 

At step SB5, the processor 901 judges as to whether or 
not the flag is ON. When the flag is OFF, the processor 901 
judges that a digital signature cannot be created and decides 
the judged result at step SB5 as "No" so as to end the process. 
Meanwhile, when the judged result at step SB5 is "Yes", the 
processor 901 proceeds to step SB6 so as to check the voltage 
of the battery 904, and proceeds to step SB7 . 

At step SB7, the processor 901 judges as to whether or 
not the checked voltage obtains not less than a threshold. When 
the judged result is "No", the processor 901 proceeds to step 
SBll so as to bring the flag into OFF state, and ends the process . 
Meanwhile, when the judged result at step SB7 is "Yes", the 
processor 901 proceeds to step SB8 so as to check as to whether 
or not the clock 903 works, and proceeds to step SB9. At step 
SB9, the processor 901 judges as to whether or not the clock 
903 works normally based on the checked result at step SB8 . When 
the judged result is "No", the processor 901 proceeds to step 
SBll so as to bring the flag into OFF state, and ends the process . 
Meanwhile, the judged result at step SB9 is "Yes", the processor 



901 proceeds to step SBIO so as to execute the connected 
information-attached signature process shown in Fig. 14. 

In the connected information-attached signature process 
shown in Fig. 14, at step SCI, the computer 200 (implementor ) 
5 sets a key to be used in the signature process in the signature 
apparatus 900A according to an input of a command. In this case, 
since the signature apparatus 900A is used as the apparatus 
having the signature creating function, the computer 200 sets 
the key for the signature creation in the signature 

10 creating/verification circuit 905 and the key storage section 
906 of the signature apparatus 900A. Therefore, in this case, 
the signature creating/verification circuit 905 is used as the 
signature creating circuit. 

At step SC2, the computer 200 starts to input data 

15 (plain-text A (see (a) in Fig. 3)) for the signature into the 
signature apparatus 900A, and proceeds to step SC3 . In the case 
where an amount of the data is very large, the data are divided 
into plural parts so as to be inputted dividedly. At step SC3, 
the computer 200 judges as to whether or not the input of the 

20 data is completed, and when the judged result is "No", the 
computer 200 returns to step SC2 . When the input of the data 
is completed, the computer 200 obtains the judged result at step 
SC3 as "Yes" and proceeds to step SC4 . At step SC4, the computer 
200 selects the function of the signature apparatus 900A 

25 (signature creating function or signature verification 



function) . 

In this case, when the signature creating function is 
selected, the computer 200 inputs a signature creating command 
at step SC5 . When the signature creating command is inputted 

- 5 into the processor 901 of the signature apparatus 900A, the 
processor 901 executes the connected information-attached 
signature creating process similarly to the signature creating 
apparatus 100 (or signature creating apparatus 700) in the first 
embodiment (or second embodiment) . As a result, the signed data 

10 M (see (f) in Fig. 3) (or signed data J (see (h) in Fig. 9) are 
transmitted from the signature apparatus 900A shown in Fig. 11 
to the computer 400 via the network 300. 

When the signed data M (or signed data J) are received, 
the computer 400 sets a key at step SCI shown in Fig. 14. In 

15 this case, since the signature apparatus 900B is used as the 
apparatus having the signature verification function, the 
computer 400 sets the signature verification key in the 
signature creating/verification circuit 905 and the key storage 
section 906 of the signature apparatus 900B. Therefore, in this 

20 case, the signature creating/verification circuit 905 is used 
as the signature verification circuit. 

At step SC2, the computer 400 starts to input the data 
(signed data M or signed data J) to be verified into the signature 
apparatus 900B, and proceeds to step SC3 . At step SC3, the 

25 computer 400 judges as to whether or not the input of the data 



is completed, and when the judged result is "No", the computer 
400 returns to step SC2 . When the input of the data is completed, 
the computer 400 obtains the judged result at step SC3 as "Yes" 
and proceeds to step SC4 . At step SC4, the computer 400 selects 
5 the function of the signature apparatus 900B (signature 
creating function or signature verification function) . In 
this case, when the signature verification function is selected, 
the computer 400 inputs the signature verification command at 
step SC5. 

10 When the signature verification command is inputted into 

the processor 901 of the signature apparatus 900B, the processor 
901 executes the connected information-attached verification 
process similarly to the signature verification apparatus 500 
(or the signature verification apparatus 800) in the first 

15 embodiment (or second embodiment) . In the signature apparatus 
900B, at step SB3 shown in Fig. 13, the data, where the signature 
was added to the plain-text in the signature apparatus 900A, 
are verified, and the data which were encrypted in the signature 
apparatus 900A are decoded at step SB2 . 

20 As described above, according to the third embodiment, 

since one process is selected from the connected 
information-attached signature process, the plain-text 
signature process and the encryption/decoding process so as to 
be executed by the signature apparatus 900A and the signature 

25 apparatus 900B, generality is improved. In particular, in the 



third embodiment, when the clock 903 malfunctions, the 
plain-text signature process can be executed instead of the 
connected information-attached signature process. Further, 
according to the third embodiment, the commands (signature 
creating command, signature verification command) are inputted 
from the computer 200 and computer 400 so that the function of 
the signature apparatus 900A and the signature apparatus 900B 
can be selected. Therefore, generality can be improved and the 
common portions (see Fig. 14) exist in the interface. As a 
result, the size of a firmware can be smaller than the cases 
of the first and second embodiments. 

The first through third embodiments 1 through 3 were 
described with reference to the drawings, but the concrete 
constitutional example is not limited to the above embodiments 
and the design can be varied without being regarded as a 
departure from the spirit and scope of the invention. For 
example, as shown in Fig. 1, the first embodiment described the 
example that the one signature creating apparatus 100 is 
provided to the creating side and the one signature verification 
apparatus 500 is provided to the verification side, that is an 
example of composition ratio 1:1. However, it is also possible 
to provide n signature creating apparatuses 100 to the creating 
side for one signature verification apparatus 500 is provided 
to the verification side, that is a composition of ratio n:l. 

In this composition, occasionally in the n signature 



creating apparatuses 100, unique common keys (signature 
creating keys) or one common key (signature creating key) are/is 
used in common. In the case where the unique common keys are 
used on the creating side, it is necessary to use n common keys 
(signature verification keys) in the signature verification 
apparatus 500, but the security is improved. Meanwhile, in the 
case where the one common key (signature creating key) is used 
in common on the creating side, since only one coiranon key 
(signature verification key) may be used in the signature 
verification apparatus 500, the management of the key becomes 
easy. 

In addition, in the first embodiment, as described with 
reference to Figs. 6 and 7, when the information about the time 
setting is transmitted/received between the signature creating 
apparatus 100 and the computer 600, the digital signature is 
made by using the public key method, but the digital signature 
may be made by using the common key method. In relation to this 
time setting, in the case where the n-numtoered signature 
creating apparatuses 100 are provided, private keys (or common 
keys) which are different for the respective apparatuses may 
be used. In this case, it is possible to use a private key (or 
common key) in common in the apparatuses. 

In addition, in the third embodiment, the signature may 
be created/verified by the one apparatus (signature apparatus 
900A) . In this case, before a verified result is obtained by 



the processor 901 of the signature apparatus 900A, only when 
the apparatus ID obtained from the signed data M (or signed data 
J) is compared with the apparatus ID stored in the apparatus 
storage section 908 of the signature apparatus 900A and both 
5 the IDs are corresponding, the signed data M (or signed data 
J) may be verified. In the case where both the IDs are not 
corresponding, it means that the signed data M (or signed data 
J) are created by an apparatus other than the signature 
apparatus 900A. Finally, a constitution which is obtained by 

10 combining two or three constitutions in the first through third 
embodiments is also included in the present invention. 

As described above, according to one aspect of this 
invention the time information of the clock is set only by the 
time authentication authority and the digital signature is 

15 created by the connection data including the time information 
and the apparatus ID and by the keys only for signature. 
Therefore, interpolation of the date and time can be prevented, 
and the apparatus which has created the digital signature can 
be specified. 

20 Further, the connection data including personal 

identification information are used so that the digital 
signature is created. Therefore, an implementor of the digital 
signature can be specified easily in the verification side, and 
the invention can deal with a change in the information about 

25 the implementor flexibly. 



Further, by providing the judging unit, a third party who 
updates the personal identification information illegally can 
be eliminated. Therefore, the security is improved. 

Further, the apparatus ID is stored in the storage unit 
5 which is unrewritable (for example, one-time ROM) . Therefore, 
interpolation of the apparatus ID can be prevented, and the 
security is further improved. 

Further, only in the case where it is confirmed by 
confirming unit that the clock works normally, the signature 

10 creating unit creates the digital signature. Therefore, the 
reliability of the time information is maintained at high level . 

Further, in the case where the clock do not work normally 
due to malfunction or the like, namely, in the case where the 
digital signature cannot be created based on the connection data 

15 including the time information, the using of the keys only for 
signature creating is stopped, and the digital signature can 
be created by using the connected information not including the 
time information and the keys other than the keys only for 
signature creating. Therefore, generality is improved. 

20 Further, in the compared result of the driving voltage 

and the threshold, in the case, for example, where the driving 
voltage of the clock is lower than the threshold, the confirming 
unit confirms that the clock does not work normally. Therefore, 
the reliability of the time information is maintained at high 

25 level. 



Further, in a compared result of a time-counted result 
before a certain time and a time-counted result at the current 
time, in the case, for example, where both the time-counted 
results are corresponding, the confirming unit confirms that 
the clock stops. Therefore, the reliability of the time 
information is maintained at high level. 

Further, only in the case where the flag is brought into 
ON state by the confirming unit, namely, only in the case where 
the clock works normally, the signature creating unit creates 
the digital signature. Therefore, the digital signature where 
the time information has high reliability is created. 

Further, the setting unit which is installed in the time 
authentication authority sets time of the clock according to 
the time setting request. Therefore, a third party is 
efficiently prevented from interpolating the time illegally. 

Further, the correcting unit corrects the clock 
automatically. Therefore, the accuracy of the time 
information obtained from the clock can be maintained at high 
level . 

In addition, according to another aspect of this 
invention, the digital signature is created by using the 
connection data including the apparatus ID for specifying the 
creating apparatus and the keys only for signature, in the 
common key method. Therefore, the apparatus which has created 
the digital signature can be specified in the verification side . 



In addition, according to still another aspect of this 
invention, the digital signature is verified based on the 
connection data including the authorized time information and 
the apparatus ID. Therefore, interpolation of the date and time 
can be prevented, and the apparatus which has created the 
digital signature can be specified. 

Further, cryptographic information is provided by an 
high-reliable authority such as the key authentication 
authority, and the cryptographic information is decoded by the 
signature verification key generating unit so that the keys only 
for signature verification are generated. Therefore, the 
security in the apparatus can be heightened extremely. 

In addition, according to still another aspect of this 
invention, when the signature creating function is brought into 
an effective state by the function selecting unit, the apparatus 
serves as the signature creating apparatus, and when the 
signature verification function is brought into an effective 
state by the function selecting unit, the apparatus serves as 
the signature verification apparatus. Therefore, generality 
can be improved. 

Further, even in the case where a plurality of lower 
apparatuses exist, apparatus IDs of the lower apparatuses are 
managed by the upper apparatus. Therefore, strict management 
is not required unlike the case where the common keys of the 
plural lower apparatuses are managed. 



Although the invention has been described with respect 
to a specific embodiment for a complete and clear disclosure, 
the appended claims are not to be thus limited but are to be 
construed as embodying all modifications and alternative 
5 constructions that may occur to one skilled in the art which 
fairly fall within the basic teaching herein set forth. 
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WHAT TS CLAIMED IS : 

1. A signature creating apparatus which creates a digital 
signature, said signature creating apparatus comprising: 

a clock in which time information is set only by a time 
5 authentication authority; 

a connecting unit which connects the time information and 
an apparatus ID for specifying the creating apparatus to a 
plain-text and creates a connection data; and 

a signature creating unit which creates the digital 
10 signature using the connection data created by said connecting 
unit and a key used only for creating a signature. 

2. The signature creating apparatus according to claim 1, 
wherein said connecting unit connects personal identification 

15 information for identifying a person who has created the digital 
signature as well as the time information and the apparatus ID 
to the plain-text . 

3. The signature creating apparatus according to claim 2, 
20 further comprising: 

a storage unit which stores the personal identification 
information; 

a judging unit which judges as to whether or not a person 
who updates stored contents of said storage unit is a person 
25 who has proper right; and 



an updating unit which updates the stored contents of said 
storage unit only when said judging unit has judged that the 
person who updates is the person who has proper right. 

4. The signature creating apparatus according to claim 1 
comprises an unrewritable storage unit in which the apparatus 
ID is stored. 

5. The signature creating apparatus according to claim 1, 
further comprises a confirming unit which confirms a working 
state of said clock, 

wherein said signature creating unit creates the digital 
signature only when said confirming unit confirms that said 
clock works normally. 

6. The signature creating apparatus according to claim 5, 
wherein said signature creating unit stops using of the key used 
only for creating the signature when said confirming unit 
confirms that said clock does not work normally, and creates 
the digital signature using connected information which does 
not include the time information and a key other than the key 
used only for creating the signature. 



7. The signature creating apparatus according to claim 5, 
wherein said confirming unit confirms the working state of said 
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clock based on a result of comparing a driving voltage of said 
clock with a threshold. 

8. The signature creating apparatus according to claim 5, 
5 wherein said confirming unit confirms the working state of said 
clock based on a result of comparing a time-counted result of 
said clock before certain time and a time-counted result at 
current time. 

10 9. The signature creating apparatus according to claim 5, 
wherein said confirming unit brings a flag into ON state when 
said clock works normally, and brings the flag into OFF state 
when said clock does not work normally; and 

wherein said signature creating unit creates the digital 

15 signature only when the flag is ON state - 

10. The signature creating apparatus according to claim 1, 
further comprising a setting unit which sets the time 
information according to a time setting request, said setting 

20 unit being installed in the time authentication authority. 

11. The signature creating apparatus according to claim 1, 
further comprising a correcting unit which corrects said clock 
automatically, said correcting unit being installed in the time 

25 authentication authority. 
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12. A signature creating apparatus which creates a digital 
signature using a common key method, said signature creating 
apparatus comprising: 

a connecting unit which connects an apparatus ID for 
specifying a creating apparatus to a plain-text and creates a 
connection data; and 

signature creating unit which creates the digital 
signature using the connection data created by said connecting 
unit and a common key only for signature creating. 

13. A signature verification apparatus which verifies 
interpolation based on a digital signature created by a 
signature creating apparatus, 

said signature verification apparatus having, 
a clock in which time information is set only by a time 
authentication authority; 

a connecting unit which connects the time information and 
an apparatus ID for specifying a creating apparatus to a 
plain-text and creates a connection data; and 

a signature creating unit which creates the digital 
signature using connection data created by said connecting unit 
and a key used only for creating the signature, 

said signature verification apparatus having, 
a receiving unit which receives the plain-text to which 
60 



the digital signature is connected; and 

a signature verification unit which verifies the 
interpolation using the digital signature, the plain-text and 
a key used only for verification of the signature. 

14. The signature verification apparatus according to claim 
13, further comprising a signature verification key generating 
unit which receives cryptographic information about encrypting 
the key only for verification of the signature and decoding 
the cryptographic information so as to generate the key only 
for verification of the signature. 

15. A signature apparatus, comprising: 

a clock in which time information is set only by a time 
authentication authority; 

a connecting unit which connects the time information and 
an apparatus ID for specifying a creating apparatus to a 
plain-text and creates a connection data; 

a signature creating unit which creates a digital 
signature using the connection data created by said connecting 
unit and a key used only for creating a signature; 

a receiving unit which receives the plain-text to which 
the digital signature is connected; 

a signature verification unit which verifies 
interpolation using the digital signature, the plain-text and 
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a key used only for verification, of a signature; and 

a function selecting unit which makes a signature 
creating function effective in said clock, said connecting unit 
and said signature creating unit at the time of the creating, 
5 and making a signature verification function effective in said 
receiving unit and said signature verification unit at the time 
of the verification. 



16. The signature apparatus according to claim 15, further 
10 comprising: 

a switching unit which switches a function as a lower 
apparatus and a function as an upper apparatus; and 

a key generating unit which generates a key used only for 
verification of the signature based on an apparatus ID for 
15 specifying another signature apparatus which is the lower 
apparatus and where the signature creating -function is made 
effective when said key generating unit is switched so as to 
function as said upper apparatus by said switching unit and the 
signature verification function is made effective by said 
20 function selecting unit, 

wherein the key used only for creating the signature and 
the key used only for verification of the signature are common 
keys in a common key method, and said signature verification 
unit verifies the interpolation using the key for the signature 
25 verification generated by said key generating unit. 
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AR<;TRAr,T OF THE DISCLOSURE 

In a signature creating apparatus, a clock generates a 
time stamp and in which time can be set only by a computer 
installed in a certificate authority center. Further, 
5 connecting sections connects an apparatus ID for specifying an 
apparatus and the time stamp and personal identification 
information for identifying an implementor to a plain-text so 
as to create data for the signature. A signature creating 
circuit encrypts the data for the signature using a signature 
10 creating key or the like and generates the signature. A 
connecting section connects the signature to the data for the 
signature and transmits the data as data after signature. 
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^toff*zt «M vaKdRy at the apfffcatiofl ar any patent taouad 



Japanese Language Declaration 

«ft:« •• CJirC««'RiriLr. ;*:f«tttiM-r«— fOWER of attorney: A« • ntmtd l«v«fHof, I Mr«byap{>«kX 

iLr. TR;«rtrje*Vvft:Lje-f. (#lt±-. f /tllft* •pp«c«U<>n •c><ltr««*ct«»( in «h«rtt«»rt tod Tr«<i«m»ft 

I«n«D. HaUey. Jr., 22.729; Hiny John Stm. 22.0 iO; David M. Picdier. 25.90< ; John C. Cirvey. 2J.607;J. Randifl Beeken. 

M.35«: William F. Herben. JI.024. Ridanl A. OoIIhofcr. JI.l06:Martc J. Henty. J6.l62;Gcne M. Gam« tt. «,I72; Michiel D. 

Siein. J7.240;Piul I. Kravea. 35.230; Gerald P. Joyce. HI. 37.««;Tod<l E. Mirktte. JJ J(S9: KirUn B. WillUnu, Jr.. UJS6: 
CeorteN. S«wm. 36.93«: Michie! C. Soldner. < I.<S5; Nonmn L Ouradi, 41.235: Kevin R. Spivak. P-<3.H«;inil WiUiim M 
Schertler. 35.3-(«(i{en() 



STAAS & HALSEY 
700 Eleventh Street. N 
Suite 500 

Washingioa. D C. 20C 







FuC Mm« of *o<e or fint kwenlor 

Takayuki HASEBE 






l(w«*jf'« »gn«tor€. / /" ,7 0«(« 

'^oAouruA'^ UdMh^ Apr. 10, 2000 






Kanagawa, Japan 






C«tz«whlp 

Japanese 






Po«tOflte«A<l*eM c/o FUJITSU LIMITED 
1-1, Kamikodanaka 4-chome, 


Nakahara-ku, Kawasaki-shi , 
Kanagawa 211-8588 Japan 






Ful MRM of Moond )qH iim«(or. K any 

Seigo KOTANI 




BH 


S«oond Invactoc'a tlgnahjr* 0«l« 

K^^C: Apr. 10, 2000 






Kanagawa, Japan 


0311 




Japanese 






PortOfficJWdrtts c/o FUJITSU LIMITED 
1-1. Kamikodanaka 4-chome. 


Nakahara-ku, Kawasaki-shi, 
Kanacfawa 21 1-8588 Japan 






(S4ipp<y (MUr tnfoan4M(«<i and sianKurt for third and aubca^nt 
joifK inv«<tt«f «4 



Paras oTl 







Full name of third jdlnt inventor, if iny 

Ryota AKIYAMA 




aft 


Third Inventor* s signature Date 

^^A. .i^/fc>^^-<a^Apr. 10, 2000 


ft m 




Residence 

Kanagawa , Japan 


m m 




Citizenship 

Japanese 






P«cf nffi.o 4HrfrPc<: c/o FUJITSU LIMITED 
Post Uifice Adaress 

1-1, Kamikodanaka 4-choine, 


Nakahara-ku, Kawasaki-shi , 
Kanaqawa 211-8588 Japan 






Full name of fourth joint inventor, if any 

Takaoki SASAKI 




Bii 


Fourth inventor' s signature Date 

-^^L/^a Apr. 10, 2000 


ft m 




Residence 

Tokyo, Japan 


m m 




Citizenship 

Japanese 






Post Office Address 

c/o FUJITSU BASIC SOFTWARE CDRPORATION 


4-15-33, Shibaura, Mxnato-ku, 
Tokyo 108-8531 Japan 








Full name of fifth joint inventor, if any 




B# 


Fifth inventor's signature Date 


ft m 




Residence 


m m 




Citizenship 






Post Office Address 








Full name of sixth joint inventor, if any 






Sixth inventor's signature Date 


ft m 




Residence 


m m 




Citizenship 






Post Office Address 





(^-bB^^^O*^SI'"J^tcoV^Tt)(i^^c (Supply sinilar inforaation and signature for 

EtSU, 4i€^^-SC<t) seventh and subsequent joint inventors.) 



